Is your business cybersecure?
FROM MICROAGE REGINA
October is Cybersecurity Awareness Month so it is the
perfect time to talk about cybersecurity in business. In
2021, 85.7 per cent of Canadian organizations
experienced at least one cyberattack. Globally, a
ransomware attack happens every 11 seconds.
According to Forbes, 43 per cent of cyberattacks target
small businesses, and 83 per cent of those targeted
businesses are not financially prepared to recover from
these attacks.
As a business owner, it is important to look at business risk, and in our digital world
having proper cybersecurity in place is part of mitigating risk. Unfortunately, antivirus on
your computer and a password with at least one capital letter and a number will not cut it
anymore.
One thing we want to highlight is that with the rate and intensity that cyberattacks occur,
there is no longer a 100 per cent foolproof way to prevent a breach. You are going to
have to build layers of security. If you are proactive, you can minimize the damage when
a successful attack happens and make it as hard as possible for a breach to happen in the
first place.
Here are the layers of security:
Train Your People
The people you employ can be the weakest link in your cybersecurity, or they can
be the best line of defense. All it takes is one click on a bad link to let a threat actor
into your business. As phishing attempts get more sophisticated, the more your
team is aware, educated, and attends regular training, the lower the chance of an
easy breach for the cyber attacker.
Password management and Multi-Factor Authentication (MFA) are key. An individual
using a strong password with numbers, upper and lowercase letters, and symbols is
the bare minimum. Using MFA is the extra security layer: if a threat actor brute
forces your password but does not have access to your cellphone, the attack can be
halted there.
Create a Security Perimeter
Firewalls, email filters, Dark Web and
intrusion monitoring are all ways to
create networks visibility. Creating

safeguards for your network is
necessary to secure it from hackers.
Speaking of the Network . . .
Additional security measures for your
network can include (but are not
limited to):
Limiting access privileges to
relevant personnel only,
whoever truly needs it.
Wireless Authentication, where
only users with proper
credentials can access network resources, enables you to secure the network.
Endpoints
In cybersecurity, an endpoint is anything that connects to your network from outside the
firewall, such as laptops, tablets, and mobile devices. Securing endpoints can involve:
A service that will monitor for unusual or suspicious activity and sends alerts when
suspicious activity is detected.
Regular patch and update management. Patches and updates often correct security
vulnerabilities and bugs in software. Out-of-date software and applications can pose
a security risk.
We Cannot Forget Data
Hackers and threat actors can make money off data they steal from your business,
whether it is email addresses and phone numbers, or confidential information like medical
records, proprietary information, credit cards, etc.
It is important to have data backed up, including copies that are offline and offsite in case
there is a network breach. If you have data backed up in secure offsite vaults, it can be
used to restore systems once the cyber-attack has been contained.
And Finally, the Company
What are your company’s policies and procedures for when a breach happens? Have they
been communicated to your entire team? Are they being practiced and reviewed
regularly? Being prepared for a worst-case scenario is a crucial first step.
In Conclusion
The last thing we want to do is fear monger, however, everyone needs to know the
people launching these attacks mean serious business and can create hardship for
organizations. Having layers of security makes it more difficult for threat actors and
cybercriminals to infiltrate your business.
Your network, your data and your productivity are valuable resources that need to be
protected just like you protect your brick-and-mortar stores. Whether you have internal IT
support or an outsources partner, cybersecurity is not a one-person job. This area of IT
has transformed massively over the past 10 years and best practices have changed.
If you have questions about your organization’s cybersecurity health, the best thing you
can do is consult a professional to get guidance and recommendations on what you need
to protect your business.

UPCOMING REGINA CHAMBER EVENTS

THURSDAY, NOVEMBER 24
SPEED NETWORKING

The SPOT @ The Southland Mall
5 p.m. -- 7 p.m.

WEDNESDAY, DECEMBER 7
HOLIDAY RECEPTION

The Studio @ The Cornwall Centre
5 p.m. -- 7 p.m.

FRIDAY, DECEMBER 9
2022 BREAKFAST SERIES
MAYOR MASTERS

Delta Regina
Registration: 7:30 a.m.
Program & Breakfast: 8 a.m.

FRIDAY, JANUARY 20
THE 137TH CHAIR'S BLACK & WHITE
INAUGURATION DINNER

DoubleTree by Hilton
Reception: 6 p.m.
Dinner & Program: 7 p.m.

For more information or to register for these outstanding Chamber events clickHERE

Participate in the Catalyst Committee Survey
Residents are invited to a once-in-ageneration opportunity to significantly
shape and influence the revitalization of

Regina’s City Centre.
The Catalyst Committee, on behalf of the
City of Regina, is exploring how to best
align five recreation and culture facility
proposals to maximize economic and
community benefits.
The proposed projects have potential to
attract people and business to Regina’s City
Centre, contribute to Regina’s economic prosperity, and improve community safety and
quality of life for Regina residents.
The projects for review are:
Indoor Aquatics Facility
Modernization of the Central Library
Multi-Purpose Event Centre
Multi-Purpose Outdoor Baseball Event Centre
Synthetic Outdoor Field Project (Soccer & Other Field Sports)
City Council has tasked the Catalyst Committee with providing a final report and
recommendation to Council by early 2023.
Please submit your feedback by midnight on November 10, 2022. To take the survey, click
on the button below.
Public information sessions were held from October 17 to 20. Two sessions were held
each day where project representatives shared information about the catalyst projects.
Recordings of each morning's session are available HERE.
Take the survey

CPP Investments holding virtual meeting Nov. 1
This fall, CPP Investments will be
holding public meetings so that you can
hear directly about the strategy for
investing the CPP Fund and how it is

performing.
Participants will have the opportunity to
ask questions to our senior executives
on a wide range of topics, from our
approach to sustainable investing to
CPP Investments’ view on global
investment opportunities and trends.
A virtual meeting will take place on
Tuesday, November 1st, from 12:00 to
1:00 p.m. ET, hosted by Dr. Heather Munroe-Blum, Chairperson of the Board of Directors,
and John Graham, President & Chief Executive Officer of CPP Investments.
You can pre-register for our virtual meeting here: Register now
We have also been holding in-person meetings across Canada in every province that
participates in the CPP. You can view the upcoming schedule of meetings and more
information on our approach to public meetings here .
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